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Vémi ma»¥c A'ich gilip ba®in co thaxf sé»- da»¥ng email ma» ™t cach co hia»$u quaE nhac¥t, A'd»“ng
tha»ei tranh A'/E°a»£c nha» ng phid»en toai khdng A'ang cd, nha» ng nguyén ta° ¢ “vang” khi sé»- da»¥ng
email d&E°a»i A'ay sa°% vo cling ha» u ich cho bacjn

Ga»-i nha°-n email

— Asa»f tranh email ca»8a bacjn khi ga»-i ba»«< r/Eji vao ma»¥c Spam, Junk hoa°-c Trash ca»8a A'a»'i tac :

» B&°n khong nén via®:t hoa 100 % tiéu A‘d»+ email, ba»Yi vi theo quy A°a»>c chung thi A‘dy s&°% la
email qua®eng cao.

« Na»™i dung email khdng ch/Z°a Hyper Link ba»< cd°£nh bao khéng an toan ba»Yi cac td» cha»©c
ché»‘ng Spam qué»‘c t&%,, A‘id»fn hinh nh&° Spamhaus, Barracuda, ...

» Khéng A‘inh kém files cha»©a na»™i dung tha»=c thi vi da»¥ : .exe, .bat, .dll, ... Na% u ca°8n géa»-i
nhd» ng files nay ba°in nén nén 1a%i va A'a°-t ma°-t kha°©u cho files nén.

— N&°;,u bain cé nhu ca°8u ga»-i email dung IE°a»£ng la»>n hZ&ijn 5 MB, ba®n nén chuya»fn files A'inh
kém thanh link download A'a»f c6 tha»f ga»-i mail &»sn A'a»<nh va nhanh chéng.

— B&°%jn khdng nén bé»e tra»‘ng pha®8n tiéu A'a»e mail, ma» ™t ba»©c email khong co tiéu A‘a»e hoa°-c tiéu
Atd»e qua mAEj héd»*“, khé hid» fu chinh la nguyén nhan khia%:n cho A‘a»‘i tac khdng mué»‘n tido,p ta»¥c
Aré»ec nd»™i dung bén trong nd» a, A'a»“ng tha»«i cAO©ng réa°¥t khé khAfn trong qué trinh tim 14°ji nhéa» ng
th/ZE° nady trong hé»™p thA*°.

— B&Cjn ca°8n kid»fm tra dung IE°a»£ng th/E° A'a»f cha® ¢ cha® n ha»™p mail khong ba»< A'a°8y va sa°un
sang nha°-n A'E°a»£c th/E® mami.

Ba°£o ma°-t email

— As&»©ng vax»e phia la nha cung ca®¥p da»«ch va»¥ Email chuyén nghia»fp, Ma°t Bao lubn A‘a°-t ma»¥c
tiéu an toan ba°£o ma°-t da» lia»fu, thdng tin cho ngZ°a»«i sa»- da»¥ng. Chang téi khdng bao gia»e yéu
ca°8u ng/E°a»+i dling cung ca%¥p thong tin A‘Afng nha-p va»>i ba%¥t ka»3 hinh tha»©c nao. Trong qua trinh
sa»- da»¥ng, ba°in co6 tha»f nha®-n nha» ng email thdng bao tai khoa®£n sa® p ba»< khda, ba»< x6a, ba»<
A'a°8y dung IZE°a»£ng hoa®-c yéu ca®8u nang ca®¥p ba’+ng tia°,ng anh. Nha» ng A'ZE°a»eng link trong
email nay sé°% da«n bain A'a%;n mé» ™t trong A‘Afng nha®-p gia°£ maCjo, nha®+m chia®; m A'0&Cit tai
khoa®£n email ca»8a ba°jn.

— Tuy nhién ré®¥t nhia»eu ngAE°a»+i A‘a ba»< hacker chia®;m A‘0a°jt tai khoa°£n email theo phA°Zing
tha»©c trén, ho&°-c cA©ng c6 tha»f do A‘a°-t password email qua A‘ZEjn gia°En. Sau A'ay ching tdi sa°%
ga»-i A'a°;n ba°jn nha» ng thong tin A'd»f xa»- ly tinh tra®jng nay:
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+ Da®¥u hid»tu nhd°-n bia°t:

Tai khoa%En email lién ta»¥c nh&°-n A'E°&a»£c email bao la»—i tra°f vare td»« ha»t tha»‘ng nhZAE°ng khong
tha»+c hid»$n ga»-i email hang loa®it.

Trong pha®8n Forward email ta»+ A‘4»™ng ca»8a user email, ba»< cai A‘4°-t Forward A‘a°¢n méa» ™t A‘d»<a
cha»%o. email 1&°;.

Nh&°-n A'E°a»£c ph&CEn anh ta»« A'a»‘i tAc xac nh&°-n thong tin co thay A'éa»si sa»* tai kho&°En thanh toan
ho&°-c phZ&°Aing tha»©c thanh toan,...
+ HAE &»ng xé»- Iy :

Asa°8u tién ba°jin ca°8n kia»fm tra pha°§n Forward email td»+ A'a»™ng va xéa ngay nha» ng Forward A‘ang
nga»e trong chinh ha»™p th/° cd»8a bacjn.

Aedr»ei M-t kha°©u email va»»>i A'a»™ khé cao ( ma°-t kha°©u ta»'i thid»fu 8 ky ta»+, bao ga»“m via°st hoa,
Viao. t th/E°A»eng, cha» sé»', ky ta»+ A'a°.c biartt,...)

B&o ngay va»>i nha» ng A'a»'i tac th/E°a»+ng xuyén giao da»«ch thong tin chuya» fn khoa°£n qua email véa»e
tinh tr&®jng nay va xac nha°-n 1a%ji thédng tin chuya» fn khoa®£n chinh xac.

B&Cjn ca°§n quét virus may tinh ca nhan A‘a»f tranh viastc hacker A'a cai A‘4°t nha» ng pha°8n méa»em
A'd»ec h&®ji vao may tinh ca»8a bacin.

Na°; u bajn xac A'a»<nh nguyén nhan cé tha» f A'4% n ta»« tai Khod°£n quACEN tra»< email, ba%jn ca°8n thay
A‘d»si maC-t kha°©u ca»8a chinh tai khoa°En quUACEn trax»< email.

+LAE°uYyY:

Adx»f tranh trd»Y thanh na°n nhan ca»8a nha» ng cud»™c la»«a A‘a°£o qua th&E° A‘id»En ta»- ma hacker
ta%jo ra, ba%n ca°8n kia»fm tra kd» A'‘d»<a cha»%o ga»-i va nha°-n th/E°. Hacker th/E°&»eng sa»- da»¥ng
nha» ng tr/E°a»eng hd»£p sau A'd»f gia°E da°jng email :

a. Tén hid»fn tha»< gid»‘ng hoan toan va»i A'd»<a ché»%. thZE a»eng xuyén giao da»<ch.

b. Domain ga°gn gia»‘ng véa»i A'd»<a cha»%. th/E a»eng xuyén giao da»<ch

c. Asa»<a ché»%o email gia»‘ng 100 % A'a»<a cha»%. email thAE°a»eng xuyén giao da»<ch, tuy nhién
trAE°a»eng ha»£p nay thA a»eng sayz ba»< ba»™ la»ec email ca»8a ha»1 tha»‘ng cha®-n la%i, tra»«

tr/E°a»eng ha»£p ba%in A'a Whitelist cho chinh domain nay.

B&°in cha»%o. nén A‘Afng nha®-p tai kho4a°£n email trén webmail théng qua A‘ZE°a»eng d&°«n dAE°a»si
d&®jng: mail.tenmien.Itd ho4°-c webmail.tenmien.Itd .

Quét virus trén may tinh/thid®¢t ba»< A‘ang sé»- da»¥ng tai kho&°£n email A‘a»f cha®c cha® n ra®+ng mac-t
kha°©u khong ba»«< 1a»™ cA©ng nh/E° may tinh A‘ang sa»- da»¥ng khong bax»< nhid»...m virus.

Khoéng nha®¥p chua» ™t vao nha» ng A'ZE°a»sng da°«n co trong la mail 14°;, hoa®-c files A‘inh kém sau khi

gia°£i nén cha»©a nha» ng ta°-p tin mang la»tnh tha»+c thi nh&£° : .exe, .dec, .dll, ...
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Cha»%o thia® t 14°-p tai khoa°En email trén may tinh ho&°-c thia® t ba»«< di A'a»™ng thong qua nha» ng
pha°8n ma»em c6 A‘a»™ tin ca°-y cao nh/Z° Outlook, Outlook for mobiles, Thunderbird, &»©ng da»¥ng mail
ma°.c A'éd»<nh céa»8a thid®¢t ba»x,...

Va»i nhé» ng chia s&°% nay, hi va»eng bajn c6 tha»f sa»- da»¥ng email ma»™t cach da»... dang va
an toan nhat¥t !l
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